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Abstract: Data mining it’s one of the successful techniques for intrusion detection in the fast
growing internet world. Moreover, they are extensively used to develop intrusion detection
systems that classify the users based on the behavior in various contexts. Soft computing
techniques are used in data mining for making effective decisions by the applications of
neural networks, fuzzy logics and genetic algorithms. Moreover, Fuzzy Rule-Based
Classification Systems (FRBCSs) are productive and they are recognized well in the machine
learning area, since they can present an interpretable decision model for the end user. The use
of fuzzy logic algorithms helps to develop an efficient classification model that can detect the
network intrusions more effectively. In this work, new feature selection algorithms namely
Fuzzy based intelligent non-dominated particle sorting optimization (F-INDPS) are proposed
to select The optimal number of features from dataset. These features contribute in
classification process for forming rules and to apply them for effective decision making. An
experimental result of the proposed system increases the security through the intrusion
detection system and Total completion time has been reduced. Moreover, the proposed
system increased the throughput and overall performance of the networks by enhancing the
packet delivery ratio and by reducing the delay in communication and thereby provided more

reliable and secured communication in social programming networks.
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1. Introduction:

Intrusion Detection System (IDS) is playing an significant it’s part in security of Social
Programming Networks since it is used for detecting the known and unknown attackers[1].
The attack detection in Social Networks is a difficult task while it is related with the IDS in
fixed wired and wireless networks, because of the difficulty to fulfill the wireless and
mobility requirements of Social Networks [2,3]. In this scenario, the characteristics of the ad-
hoc network create new complexities during the implementation [4]. Moreover, few more
additional challenges are also present in the detection of attacks in Social Networks which
include lack of monitoring facilities for the mobile nodes in the network [5]. Moreover, the
trust based routing protocol proposed in this research work needs the cooperation from all
participating nodes for finding suitable and secure routes in Social Networks[6]. Therefore, it
IS necessary to analyze the use of datasets and pre-processing of datasets in order to develop
efficient IDS[7]. Recently, Selection and classification techniques Features are useful for
detecting intruders effectively in social network [8]. Classification methods used to
categorize the node as normal and abnormal are based on certain conditions [9]. Many of soft
computing techniques introduced in the past for effective classification of a dataset.
Moreover, the existing classification techniques are not able to classify the dataset
successfully to detect the intruders with all kinds of attacks [10]. For this purposing, two new
feature selection techniques are introduced in this research work and they are useful for
improving the classification accuracy. Specifically, Fuzzy based intelligent non-dominated
particle sorting optimization (F-INDPS) is proposed in this research work for effective pre-
processing of intrusion detection dataset and it is capable of selecting optimal number of
features to be sent to the classifier. In this work, solution for IDS with an objective of
minimizing energy consumption, throughput and overall performance of the networks by
enhancing the packet delivery ratio and by reducing the delay in communication is proposed
using highly efficient Fuzzy with non-dominated particle sorting optimization which is based
on Pareto centered Metaheuristics. In the recent past, Data mining of Pareto-fronts were used
to represent the plot of the objective functions in IDS problems of various networks whose
non-dominated vectors are in the Data mining of pareto optimal set. The research has been
organized by: section 2 presented the literature wiping carried out in the space of scientific
workflow of IDS , feature selection based on data mining concepts security issues in CloT
framework. Section 3 provides the overall system architecture of the proposed system and
performance of scientific workflow application using F-INDPS for minimizing IDS in social
networking which reduces security issues between dependent tasks. Section 4 provides
empirical analysis and discussion in detail of the proposed and other existing works. Section
5 presents the conclusions drawn from this work and suggests some potential future work.



2. Literature Survey:

Feature selection techniques were introduced by many of researchers who are work in the
area of medical data mining, image processing and intrusion detection [11]. In all these
applications, feature selection is used to choose ideal number of highlights from the datasets
consisting of more number of features [12]. There are many research doing that have been
carried out in this trend by various researchers ago. Among them,

[13] proposed the first additional feature selection algorithm which was used to find the
relevant features which are suitable to solve the problem with optimals number of features. In
their work, the number of features and patterns are huge in their dataset[14].Therefore, the
proposed and effective method for feature selection can help in dimensionality reduction.
They also designed an incremental probabilistic algorithm as an alternative approach to the
exhaustive and heuristic methods. [15] Proposed an incremental feature selection(IFS)
algorithm which is dynamic in nature for taking decisions over the different functionalities.
Their calculation is able to dodge the re-calculation process as opposed to retraining the
dynamic choice framework as new one to computer the element of data mining subset
without any preparation.

[16] A new evolutionary-incremental framework for feature selection has been developed.
Their framework is applied to a normal evolutionary algorithm called a genetic algorithm.
Their framework introduced some generic modifications on ordinary evaluation algorithms
which are To be compatible with the variable length for data mining solutions. Moreover,
their framework has been deployed for performing classification operation with two new
operators namely addition and deletion operators which change the length of solution
randomly.

[17] Proposed a new unsupervised feature selection method for effective of decision making
over the dataset. [18] Proposed a new model for choose which feature is It was developed
with the group of Incremental Mixed Variable Ant Colony Optimization (IACOMV) and
Support Vector Machine (SVM) to solving model effectively check problems. [19,20]
proposed a wrapper based element choice methodology that consolidates two machine
learning calculations with an enhanced variant of the Binary Bat Algorithm for performing
successful classification. In spite of the presence of all these works, most of the works are not
suitable for feature selection in intrusion detection applications. Moreover, the existing
feature selection algorithms are more complex and hence they consume lot of time for
convergence as well consumes more energy with less throughput and overall performance for
the intrusion detection. Therefore, new feature selection algorithms namely F-INDPS
selection algorithm are proposed in this research to choose the optimal number of features.



3. FUZzY BASED INTELLIGENT NON-DOMINATED PARTICLE SORTING
OPTIMIZATION SYSTEM
The overall structure of the proposal classification system as shown in Figure.1.1t consists of
seven major parts components namely NSL-KDD99 cup dataset, Wireless Network Trace
data, User Interface Module, Intrusion Detection System, Decision Manager, Temporal
Information Manager and Knowledge base.
a. NSL-KDD’99 Cup Dataset: It is a standard bench mark data set which contains
millions of records with 41 attributes.
b. Wireless Network Trace Data: It consists of 10000 records with 21 attributes which
are collected from wireless network server.
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Figure.l. Architecture of F-INDPS classification system

c. User Interface Module: It collects necessary data from these two dataset and also
decides what data have to collect for evaluating the proposed system. Collected data’s
are transferred to the intrusion detection system for further processes over the network
data and received the recommended (resulted) data from decision manager.

d. Intrusion Detection System: It consists from of two sub-systems namely the pre-
processing subsystem and the classification subsystem. The pre-processing subsystem
performs pre-processing using two newly proposed pre-processing algorithms namely



F-INDPS Algorithm for effective pre-processing of the datasets. Fuzzy Classification
Algorithm which is proposed in this research for performing effective classification of
the intrusion detection dataset based on temporal fuzzy rules. The collected records
are involved pre-processing first, fuzzy operations are carried out and then they are
forwarded to the classification subsystem for applying fuzzy rules with temporal
constraint for taking final decision over the network data regarding intrusions for
helping temporal information manager and fuzzy rule base.

e. Temporal Information Manager: It is helpful for classification intrusion detection
process of this proposed system. It provides the necessary details about time
constraints in the proposed system.

f. Fuzzy Rule Base data mining: It contains the vague rules needed for decision-making
on the dataset using a parallel approach to applying genetic processes and forming
ambiguous time rules.

g. Decision Manager: This decision manager assists in making the final decision about
which network data is to move from the intrusion detection system with the help of
Temporal Information manager and fuzzy rule base.

In the proposed work, non-dominated solutions generated by workflow scheduling algorithm
are used to construct the Data mining of Pareto-fronts and fuzzy rules with a newly proposed
fitness function being used to perform resource and schedule optimization. data mining of
pareto optimal set denotes the notion of solution dominance in multi-objective optimization
problems. X is the solution which is considered to control additional result Y, On the off
chance that X is superior to Y in somewhere around one of the destinations and superior to or
equivalent to in different goals. Formally, Data mining of pareto optimality is characterized
as, a result yy € YY such thatfn(yy) < paretof (x*) as shown in the Eq(1)
Pareto optimal set is defined as follows

PP ={yy €YY |¥y € YY: fn(xx) < fn(yy)} 1)

The primary objective of multi-target advancement issue is finding however many
solutions as could be expected under the circumstances which are near the Pareto-front. This
issue has been defeated in this proposed work by applying fuzzy standards with the triangular
membership function defined in Eq (2) for a lower limit ‘It’, upper limit ‘v’ and’ a’ value
‘mm’ which lies between ¢ and d.

yy — It v—yy
u(yy) ={0yy<lit p— It<yy <mm mmm<yy<v 0,yy
>d (2)

The resultant data mining of Pareto-fronts has been used in this work to provide an optimal
configuration of cloud to the scientific users. Moreover, the proposed F-INDPS based multi-
objective optimization is useful for workflow scheduling which helps to reduce IDS and the
proposed model has been tested by applying the proposed algorithm on various scientific



workflow applications with different sizes. In addition, the quality of the Fuzzy and Pareto-
front generated from the proposed F-INDPS has been tested using different Pareto-front
analysis metrics and the newly proposed fitness function.

__vm fn(CjData) fn(CjData)
I(Data) - Zj:l |Datal 2 [ |Datal (3)
Fny
[(Fm) == 3L, [528] x 1 (Fnp) ()
__ [1(Data)-1(Fn) '
InGR(A;) = [I(Data)+I(Fn)] X 1(Fny) ©)

As Shown in the Eq(4) &(5) &(6)Here, dataset, C; are the fragments made from

the dataset, Fn is the feature set with Fn; as the feature and InGR indicate the information
gain ratio. The word info indicates the information gain values. Now, the steps of the non-
dominated particle sorting optimization are as follows:

Algorihtm.1.Non-Dominated Particle Sorting Optimization Algorithm

Step 1:

Where C1, C2,...Cn.-> Subsets

Step 2:

Step 3:
Step 4:
Step 5:

Step 6:

Step 7:

Step 8:

Step 9:
Step 10:

D=Cl1, C2,...Cn.

I(Data)—I1(Fn)

Agent computes InGR(4;) = [I(Dam)H(Fn)

] x [(Fn,)

Check=Max(InGR)

Partition= neighbour nodes.

fitness values (FV), Threshold (Th), Selected Feature set SS
If FV (A) >=Th & FV (A)) >= Th then

SS=SSU (A) U A);

If FV (Ai)) >=Th & FV (Aj) <Th then

SS =SS U (A);

If FV(A) < Th & FV (A;) >= Th then

SS=SS U (A);

Repeat this process until all attributes are tested with the rules used in this
procedure.

Return SS

If No attributes are selected then change the Threshold with Th = Th * 0.9 and go
to step 5.




Algorithm.2.Fitness Function Computing in F-INDPS
1 Function Fitness Function(PSO_List)
for every ready task te T do
find t.length, t.memory,t.input_data,t.output_data
end for

for each virtual machine €R do

find vm.cpu_cores, vm.memory, vm.storage,
vm.bandwidth, vm.mips,vm.available_time
end for

(o2 TN &2 BN S NGO \S)

7
8  for each particlep €S do

9  Calculate p.Total Completion Time

10 Calculate energy consumption

11 Calculate p.consistency

12 Find Best_Value using equation 5.13

13 Best_Value,High_Value,Medium_Value,Fitness_Value(BV,HV,MV,FV)
Low_Value(LV)
if BV>HV then
FV =BV
else if BV>MV then
FV =2*BV
else // if BV>LV
FV =3*BV
end if
14 end for
15 return Fitness_value
16 end procedure

From the Algorithm.2.Fuzzy logic helps to perform reasoning under uncertainty.lt
incorporates a basic rule-based approach on well-formed formulas and the rules are
represented by IF x AND y THEN z. A fuzzy inference systems applies rules which are
stored in a knowledge base against facts present in the application to perform inference.
Table.1shows the fuzzy rules used in the proposed algorithm for finding the best solution
from a set of workflow scheduling solutions with optimal configuration from the centre in
which the scheduling activities are carried out to avoid intrusion detection. The rules in the
table .1.are interpreted as IF... THEN rules, for example, the last row of the table represents
the rule:

IF MEMORY_SIZE IS HIGH AND ENERGY_CONSUMPTION IS LESS AND
AVAILABLE_TIME IS SMALL THEN SOLUTION_TYPE IS EXCELLENT

Similarly, the first row of the Table, 1represents the rule:

IF MEMORY_SIZE IS LOW AND ENERGY_CONSUMPTION IS HIGH AND
AVAILABLE_TIME IS LARGE THEN SOLUTION_TYPE IS POOR



In this way, the fuzzy inference system developed in this work applies the fuzzy rules using
forward chaining inference mechanism to perform deductive inference in order to make
efficient decisions on configurations and the scheduling methods. In memory size, Low
memory size indicates a memory size up to 32 GB. Medium size of memory indicates a
memory upto 1 TB. Finally, High memory indicates the availability of memory upto 1PB
through virtual machine allocation. In the case of Energy Consumption, Less energy indicates
the energy upto 1KW. Average energy consumption indicates upto 1000 KW and High
energy consumption indicates upto 100 MW.

On account of Time to Complete the Workflow Task, little demonstrates an opportunity to
finish the task upto 60 minutes, Medium shows an opportunity to finish the task upto 2 hours,
High shows an opportunity to finish the task upto 3 hours.Hence, the proposed algorithm
aims at optimizing these parameters in the IDS.

Table.1.Fuzzy rules to find the best solution

Memory_size Energy_consumption | Time to Complete the| Solution_type
Workflow Task
Low High Large Poor
Low High Medium Fair
Low High Small Very Fair
Low Average Large Fair
Low Average Medium Very Fair
Low Average Small Good
Low Less Large Very Fair
Low Less Medium Good
Low Less Small Very Good
Medium High Large Fair
Medium High Medium Very Fair
Medium High Small Good
Medium Average Large Very Fair
Medium Average Medium Good
Medium Average Small Very Good
Medium Less Large Good
Medium Less Medium Very Good
Medium Less Small Best
High High Large Very Fair
High High Medium Good
High High Small Very Good
High Average Large Good
High Average Medium Very Good
High Average Small Best
High Less Large Very Good
High Less Medium Best
High Less Small Excellent




4. Results and Discussion
In this section, the description of parameter settings of this work for implementing the
proposed F-INDPS and the performance is evaluated using standard network dataset called
KDD 1999 cup dataset for test the performance of the proposed system. The various
parameters has been taken in to consideration have been conducted by using this dataset with
its feature is shown in the Table.2.

Table.2.Parameter values used in F-NSPSO workflow scheduling

S.No. Parameter Values
1 Numper of particles[S] and its 200
duration rage
Number of iterations( Which
2 | i : -2
includes Error rate, failed logins) 50-200
3 |Inertia Weight[W] 04t01.0
4 |Random Variables [C1,C2] 2.0
5 |Dimension of Particles Number of tasks in the workflow

a. Total Completion Time(TCT) and Energy Consumption (EC)

To verify the proposed algorithm, initially the results of TCT and energy consumption are
compared with IACOMV, SVM, and IFS algorithm. In F-INDPS based implementation,
minimum energy consumption by operating the processor at low voltage for five different
numbers of tasks such as 100, 200, 300, 400 and 500. Figure 2. Shows the energy
consumption level of F-INDPS. In the case of Energy Consumption, Less energy
indicates the energy upto 1KW. Average energy consumption indicates upto 1000 KW
and High energy consumption indicates upto 100 MW.
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Figure 2. Energy Consumption level of F-INDPS
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Figure 3. TCT Consumption level of F-INDPS

As shown in the Figure.3. On account of Time to Complete the Workflow Task, little
demonstrates an opportunity to finish the task upto 60 minutes, Medium shows an
opportunity to finish the task upto 2 hours, High shows an opportunity to finish the task upto
3 hours.This is due to the use of effective optimization process which is carried out by
incorporating the appropriate fuzzy membership function.

b. Distance Coverage using Spacing(S)
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Figure 4. Distance Coverage using Spacing for F-INDPS



As shown in the Figure.4.This metric is used to measure the distribution of particles during
intrusion in the obtained data mining of Pareto-front [21]. It is calculated based on the
average distance of each point from its nearest neighbour. An ideal value of spacing is Eq(6)
and the F-INDPS has good distance coverage due to pareto optimality.

s= Vit - d)? (6)

Where d; = min; (37,  |fL — £2]); ij=1.n, m represents the number of objectives, n

represents number of non-dominated solutions and dé is computed as the mean of d:d;

c. Performance based on Ratio of Non-dominated Individuals (RNI)
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Figure 5. Performance based on Ratio of Non-dominated Individuals for F-INDPS

As shown in the Figure.5. This metric measures the cardinality of the obtained non dominated
solutions [22] It is always desirable to have a F-INDPS large number of non-dominated
solutions than IACOMYV, SVM, IFS algorithm and is calculated using the following Eq(7)

Number of Non—dominated solutions (7)

RNI =

Total number of solutions



d. Consistency using Maximum Spread(MS)
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Figure 6. Consistency using Maximum Spread for F-INDPS

It measures the quality of the generated Pareto- front by analysing how much search space is
covered [23-25] and is calculated by finding Euclidian distance between the maximum and
minimum value of the objective function(OF) as given below in the Eq(8) with high
consistency ratio [26] than IACOMYV, SVM, and IFS approach as shown in the Figure.6.

MS = \/Z?=1 |fimax _ fiminl (8)

wheref £m3* represents the maximum value and £ £ represents the minimum value
with i"™ OF. It helps in evaluating the diversity of the search space.

The proposed work has been evaluated on different metrics [27] and the results have
indicated that the proposed work has given good results which are more suitable for social
programming network for intrusion detection [28].



5. Conclusion

The F-INDPS algorithm uses a fitness function to minimize the energy consumption, total
completion time and paid idle time of the resources. For large scale scientific applications
number of non-dominated solutions will be more, for deciding the quality of the solution
memory utilization is also considered as one more objective which helps to reduce
intrusion in the systems. In order to quickly decide the solution 16 Fuzzy rules have been
developed to classify the solution and also these rules facilitate easy decision making.
Simulations have been conducted to evaluate the performance of F-INDPS compared to
IACOMYV, SVM, IFS. Performance analysis of F-INDPS algorithm shows that the quality
of the non-dominated solutions is good. In future extension cluster based scheduling
solution for IDS optimization for data intensive applications to minimize data transfer
overhead will be presented.
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